Employee Privacy Policy

This privacy policy has been created by EgoProblems LTD. We take your privacy very seriously and as
such we encourage you to read this policy very carefully. It contains important information about:

How and why we collect, store, use and share personal information
Your rights in relation to your personal information

How to contact us and supervisory authorities in the event that you have a complaint.

What we collect:

EgoProblems LTD ('we' or 'us') collect, use and are responsible for certain personal information
about you. When we do so we are regulated under the Data Protection Act 2018 and we are
responsible as 'controller' of that personal information for the purposes of those laws.

The personal information we collect and use may include:

Personal information you provide to us
We collect the following personal information that you provide to us:

e Name

e Address

e Date of Birth

e National Insurance Number

e Payment/Bank Account Details
e Tax Code

Personal information you provide about third parties
If you give us information about another person, you confirm that the other person has appointed
you to act on their behalf and agreed that you:

e Shall consent on their behalf to the processing of their personal data;
e Shall receive any data protection notices on their behalf
How we use your personal information

We may process personal data concerning you in our manual and computerised/automated filing
systems internally and, so far as is reasonably necessary, externally, for the purposes of complying
with statutory requirements, meeting the our legitimate interests, properly conducting the our
business, complying with the terms of your employment and for all purposes in connection with
your employment with us.

Who your information may be shared with
We may share your information with:

e Professional advisors



e Any third party providing services to us for the benefit of its employees

e HM Revenue and Customs or other authorities

e Prospective purchasers of all or any part of our business in return for suitable confidentiality
undertakings regardless of the country to which the data is to be transferred

e Law enforcement agencies in connection with any investigation to help prevent unlawful
activity

e Government bodies for the purposes of accounting, tax and regulatory compliance

We will not share your personal information with any other 3rd parties.

How long your personal information will be kept
We will hold your personal information for the following periods:

e Name and Address - 6 years to satisfy UK Tax law

All other information will be kept until employment is terminated and any final payments made.
These periods are no longer than necessary in each case.

Reasons we can collect and use your personal information
We rely on the following as the lawful basis on which we collect and use your personal information:

e contract
e |egal obligation

Keeping your information secure

We have appropriate security measures in place to prevent personal information from being
accidentally lost, or used or accessed in an unauthorised way. We limit access to your personal
information to those who have a genuine business need to know it. Those processing your
information will do so only in an authorised manner and are subject to a duty of confidentiality.

We will also use technological and organisation measures to keep your information secure.

We also have procedures in place to deal with any suspected data security breach. We will notify
you and any applicable regulator of a suspected data security breach where we are legally required
to do so.

Your obligations to safeguard personal data of others

In the course of your duties you may have access to the personal data of other individuals during the
course of your employment. You must undertake any mandatory EgoProblems LTD data protection
training, and ensure that you do not inappropriately obtain, retain, amend, use, delete, transmit or
compromise the security of the personal data of others.

Failure to comply with your data protection obligations puts at risk the individuals whose personal
information is being processed, carries the risk of significant civil and criminal sanctions for you
and EgoProblems LTD and may, in some circumstances, amount to a criminal offence for which you
are personally liable. Because of the importance of data protection obligations, it may lead to
disciplinary action under our procedures, up to and including dismissal for gross misconduct.



If at any time you have any queries, you should contact us immediately.

Transfers of your information out of the UK
We will not transfer your personal information outside of the UK at any time.

What rights do you have?
Under the Data Protection Act 2018 you have a number of important rights free of charge. In
summary, those include rights to:

e Fair processing of information and transparency over how we use your use personal
information

e Access to your personal information and to certain other supplementary information that
this Privacy Notice is already designed to address

e Require us to correct any mistakes in your information which we hold

e Object at any time to processing of personal information concerning you for direct
marketing

e Object to decisions being taken by automated means which produce legal effects concerning
you or similarly significantly affect you

e Object in certain other situations to our continued processing of your personal information

e Otherwise restrict our processing of your personal information in certain circumstances

e Require the erasure of personal information concerning you in certain situations

e Receive the personal information concerning you which you have provided to us, in a
structured, commonly used and machine-readable format and have the right to transmit
those data to a third party in certain situations

e Claim compensation for damages caused by our breach of any data protection laws

For further information on each of those rights, including the circumstances in which they apply, see
the Guidance from the UK Information Commissioner's Office (ICO) on individual's rights under the
General Data Protection Regulations (http://ico.org.uk/for-organisations/guide-to-the-general-data-
protection-regulation-gdpr/individual-rights/)

If you would like to exercise any of these rights please:

e email, call or write to us
e let us have enough information to identify you
e |et us know the information to which your request relates

How to complain
If you feel we are in breach of the Data Protection Act 2018 and wish to make a complaint, you may
do so via email or letter.

To do so, our address is

EgoProblems Ltd

No.1 Velocity, 2 Tenter Street
Sheffield

S14BY

And email is listed below.

If you feel we have failed to address your concerns, further action can be taken with the ico:
https://ico.org.uk/make-a-complaint/your-personal-information-concerns/



Changes to the privacy policy
This privacy policy was published on 07/09/2020 and last updated on 07/09/2020.

We may change this privacy policy from time to time and will notify all employees of any changes by:

e Email

Contacting us
Our data protection officer is Matt Gough.

If you have any questions about this policy or the information we hold about you, please contact us
by:

e-mail: matt@egoproblemsgames.co.uk



